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Getting Connected to the UniSA Wireless Network 802.1x - Mac OSX 10.5.x

Introduction

This guide describes how to set up Apple computers to connect the University 6 s
wireless network using 802.1x..

802.1x is an access-control method that:

1. restricts access to the network to authorised users only (staff and
student);

2. provides encrypted access between the client PC and the wireless
access point using WPA or WPA2 encryption.

This service provides you with access to the
services and Internet-based facilities as if you were using a networked computer
on campus.

Please note that this service is provided for authorized university-related computing only,
as outlined in the Policy Use of University Information Technology Services, which can
be found on the Universityds web site at:

http://www.unisa.edu.au/policies/policies/corporate/C22.asp

IMPORTANT - READ THIS BEFORE CON  TINUING !

Prerequisites/ In order to proceed with the set up detailed in this guide you will need a valid
Assumptions  University of South Australia NT Domain username and password.

Hardware You will need to have an Apple Macintosh computer with either in-built wireless
requirements  capability or an 802.11b or 802.11g wireless card.

This Quick Start Guide assumes that you already have AirPort wireless enabled

and configured for DHCP. You should have an AirPort Status menu bar icon in
the upper right corner of your screen, as pictured below.

>) <0 (99% & Thu3:llpm @ °

Software 802.1x uses WPA or WPA2 for security.

requirements
¢ WPAT Mac OS 10.5.x.

Note 802.1x connectivity does not require the use of VPN client software. If you have
previously connected to the wireless network using a VPN client on your
notebook, this is no longer necessary if using 802.1x.
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Configuring your wireless connection

1. Turn on your Airport Wireless Network card if is not already

AirPort: On
Turn AirPort Off

No network selected
eduroam

istsaa [*]
unisa

Join Other Network...
Create Network...
Open Network Preferences...

2. Select AOpknPNef wonenceséo

|00 MNetwork

Ethernet .
e Connected atus: Turn AirPort Off

AirPort is turned on but is not connected to
@ Bluetooth 9 a network.
Mot Connected
, . % &
:';teg';';ﬁecte d Q Network Name: [ MNo network selected H
g AirPort — M Ask to join new networks

Oon

Known networks will be joined automatically.
If no known networks are available, you will
be asked before joining a new network.

| + | = | SSh{}w AirPort status in menu bar @
B ol

[Jh Click the lock to prevent further changes. l: Assist me... ) 'r Revert \' 'r Apply \'
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3. From the fALocationo field, select to Edit Locationsé
- G
Lg [ Locations

Automatic
UniSA Wireless

E
n
2

|+|_ 2~ |ted
netwo
be joine
S dare ava
I & asked Before joining a nev
4, Click the fAi+0 sign to add a network |l ocation.
5. Give it a name | ike fAUni SA Wirelesso and then click i

6. You should see that your location is now set to the name you gave it.

7. Now, click on the fiNet veduroam fbenthelst. f i el d and sel ect

A NETWork.

Network Name + MNo network selected
eduroam
istsaa
unisa

Join Other Network. ..
Create Network. ..

8. A window will appear asking you for credentials.

— The network “eduroam” requires a password.
=
5
User Name: I ] L
r
Password: | |
802.1%: | Automatic L

SRemember this network i

[: Cancel ) E—Bﬂ(—a

9. Enter your UniSA username and password into the appropriate field and click i OK 0 .

10. You will then be asked to Verify the 802.1x Certificate.
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m B02.1X Authentication

The server certificate is not trusted because there are no explicit trust

@

settings.

@ ( Show Certificate )

l: Cancel ) (-Eunmurg

11. Click on the AShow Certificatedo button.

@

lﬂ 802.1X Authentication

The server certificate is not trusted because there are no explicit trust
settings.

[ Always trust “wireless.unisa.edu.au”

E] Class 3 Public Primary Certification Authority
L+ [=] VeriSign Class 3 Secure Server CA
|2 wireless.unisa.edu.au

. wireless.unisa.edu.au
Certifecste

Bt .. lssued by: VeriSign Class 3 Secure Server CA
~ | Expires: Thursday, 6 March 2008 10:59:53 AM GMT+11:00
@ This certificate is valid
p Trust
» Details

©) (' Hide Certificate )

(Cancel ) E‘EUHHH'HE’ )

Version 1.0

Page: 5



Getting Connected to the UniSA Wireless Network 802.1x - Mac OSX 10.5.x

12. Expand the ATrusto tree.

lﬁ 802.1X Authentication
The server certificate is not trusted because there are no explicit trust

settings.

[ Always trust “wireless.unisa.edu.au”

=] Class 3 Public Primary Certification Authority
s [=] veriSign Class 3 Secure Server CA

v =) wireless.unisa.edu.au

i wireless.unisa.edu.au
Certifocte
oo Issued by: VeriSign Class 3 Secure Server CA
"~ .| Expires: Thursday, 6 March 2008 10:59:59 AM GMT+11:00
@ This certificate is valid

¥ Trust
When using this certificate: [Alwa\rs Trust H ®

Extensible Authentication (EAP) [Alwa\rsTrust H

X.509 Basic Policy [Alwa\rsTmst H
» Details

@ ( Hide Certificate ) (Can{el) E-Euntrrrura
£
13. Set the Trust type to AAl ways Trusto for all three f

it replicate that selection to the others.

14. Click AContinueo.

. 800 Network

Location: [ UniSA Wireless H

Bluetooth ,
® ot Connected 9 Status: Authenticated Turn AirPort Off

Authenticated via PEAP (Inner Protocol: GTC)

Ethernet Connect Time: 00:00:15
© o Ip Address ¢ -

FireWire G 3
@ Not Connected g Network Name: [ eduroam H

AirPort : ™ Ask to join new networks

No IP Address

Known networks will be joined automatically.
If no known networks are available, you will
be asked before joining a new network.

| + | - | gShow AirPort status in menu bar @
i

[ﬁ Click the lock to prevent further changes. C Assist me... ) ( Revert ) ( Apply )

Version 1.0 Page: 6



Getting Connected to the UniSA Wireless Network 802.1x - Mac OSX 10.5.x

15. You should now see that the network is available and you are now Authenticated. Click
AAppl yo.

ﬂ eapolclient wants to use your confidential
, information stored in “WPA: eduroam” in your

keychain.

Do you want to allow access to this item?

p Details

@ [:AlwaysAllow) C Deny ) C Allow )

16. The EAPOLclient now asks to store your credentials
Al l owd access. The choi ce staption forthe futurg connecbomof t hi s i s
the client.

@ B02.1X Authentication
i The server certificate is not trusted because there are no explicit trust

settings.

[T Always trust “wireless.unisa.edu.au”

=] Class 3 Public Primary Certification Authority
w = VeriSign Class 3 Secure Server CA
W =] wireless.unisa.edu.au

. wireless.unisa.edu.au
Cptglfecete
- Issued by: VeriSign Class 3 Secure Server CA
* .| Expires: Thursday, 6 March 2008 10:59:55 AM GMT+11:00
@ This certificate is valid

¥ Trust
When using this certificate: [ Always Trust I-H @
Extensible Authentication (EAP) [ Always Trust I-H
X.509 Basic Policy [ Always Trust I-H
» Details
@ ( Hide Certificate ) [: Cancel ) Gﬁnﬂ-—)

£
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ked to verify the Certificate. E
s .

Type your password to make changes to your
4 & Certificate Trust Settings.

Mame: citzx503
Password: | sessss wad

k- Details

/? (" Cancel ) 0K~

18. You will then need to authorise the changes by supplying the local Administrator Account
credential s. Fill in the fields and click fAOKoO.
o0 Note: In most cases the account you are logged on with has the admin credentials
needed and you just need to supply them again. If you do not know the Administrators
Credentials then you may need to have them reset using the Mac OSX installation
DVD. See your IT Support for this procedure.

19. You should now be connected to the Wireless Network.
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Configuring LAN proxy settings

At this point you have a choice on how to approach access to the Internet for your Mac. If you are likely
to use Applications that are not very Proxy aware like Microsoft Live Messenger, Yahoo Messenger and
Skype then you are best to use a product called Authoxy to ensure that you can connect through our
Authenticating Proxy. For information on this you need to see the UniSA Web Pages for the IT Help
Desk. In particular the web page found here.

http://www.unisa.edu.au/ists/ITHelpDesk/FAQS/Internet-Connection/FAQ/internet fagll.asp

There is also a more detailed method at the end of this document.

If you are simply wanting to use the Internet for Web Browsing and File download then you can simply
configure your favourite Browser to use the Proxy itself.

We will start with Safari as this is the most likely choice. Firefox and Camino are similar in process, you
just need to find out where they obtain their Proxy information from with in the Preferences for the
individual browser.

1. Open Safari after you have successfully connected to the UniSA Wireless Network.

2. From the Safar.i menu item select APreferenceso.
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