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Getting Connected to the UniSA Wireless Network
802.1x T Linux (Ubuntu)

Introduction <to contents

This guide describes how to set up Linuxtocoonbce Uni ver si tyao
wireless network using 8021kis document focuses on Version

6.06 LTS of the Ubundlistributionof Linux. For other Linux

distributions please refer to the relevant website, forum or wiki.

Note: Apart from the installation method &bsis a similar setup
process.

802.1x is an accasmtrol method that:

1. restricts access to the network to authorised users only (staff
and student);

2. provides encrypted access between the client PC and the
wireless access point using WPA or WPA2 encryption

This service provides you with acce
computing services and Interbased facilities as if you were using a
networked computer on campus.

Please note that this service is provided for authorized unredaissty
computing aly, as outlined in the Polidge of University Information
Technology Serviceshi ch can be found on the U

http://www.unisa.edu.au/policies/policies/corporate/C22.asp

IMPORTANT - READ THIS BEFORE CON  TINUING !

Prerequisites/ In order to proceed with the set up detailed in this guide you will need a valid
Assumptions  University of South Australia NT Domain username and password.

Hardware You will need to have a notebook computer with either 802.11b or 802.11g
requirements  wireless capabilit. For a list of compatible cards/linux drivers for 802.1x and
WPA please see http://live.gnome.org/NetworkManagerHardware .

Software 802.1x uses WPA or WPAZ2 for security, to provide support for this level of
requirements  encryption Linux relies on the application WPA_supplicant.

The WPA _supplicant application can be difficult to set up - fortunately however,
Ubuntu 6.06 LTS provides a network management application 1
NetworkManager which uses WPA_supplicant as a plug-in and hence provides
simple point and click configuration for WPA and 802.1x networks.

To provide a graphical user interface (Frontend) to NetworkManager in the
Gnome desktop environment the 'application network-manager-gnome' is
available. For users of the KDE desktop environment the equivalent
NetworkManager graphical interface is 'network-manager-kde'.

NetworkManager is available in the official Ubuntu software repositories.

Note 802.1x connectivity does not require the use of a VPN. If you have previously
used a VPN client to connect to the wireless network this is no longer necessary.
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From the main menu select fug/Remove applications icon.

Click on thendvanced button This will open th&ynaptic
Package Manager window.

" 5

e )il licati
%
All
.gd
@Accessibility
} Accessories

m Education
Faon

Applications Search:

a f AbiWord Word Processor
* Abiword Word Processor

0® Adept

Manage installed and available software

] AisleRiot Solitaire
Play many different solitaire games

'.L. Games

4 Graphics

@ Internet

o ﬁAkregatur

An RSS Aggregator for KDE

o 44 Alacarte Menu Editor
Yo neld, change, remove menu entries

] (&) amareK
T&[Oﬁice [a] I D

[[] Show unsupported applications  [] Show commercial applications

?gother
Quick Introduction

, Programming

w Sound & Video

.0 System Tools

To install an application check the box next to the application.
Uncheck the box to remowve the application.

To perform advanced tasks use the Synaptic package manager.
Click on the button 'Advanced' to launch Synapti

[ o ]
O™ Tdenced

In the Synaptic Package Manager window click on th&earch
icon. Ths will display theind dialog.

Enter onet wo r deactfialchamdjclicisearcni n t he
.—3} Synaptic Package Manager E@E1
file Edit Package Settings Help

@ 5 &k
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Reload  Mark All Upgrades Search
All (<] S Package Installed Version | Latest Version Description [
Amateur Radio {universe) O 2vcard 0.5-1ubuntul Alittle perl script ||
Base System 1] 3dchess 08.1-11.1 3D chess for X11
Base System (restricted) = deleslion 0.2.8-5.1ubuntul  "Three-dimension
Base System (universe) | s Flne 20001111-6 4.4BsD rdist,

Communication | ] 0.11rcl-1 TCP proxy for non
-

Search: [network manager

Communication (multiverse) 0.5-1ubuntué resolution modify

Communication (universe] 1.8-1.1ubuntul

Cross Platform 1.2-7
[ ~)cancel l | @gearch l 0.01

1:4.13b.dfsg.1-0.1 GNU a2ps - 'Anytl

Look in: [ Description and Name | & e 52 R

emulation of the

Cross Platform (multiverse) program to optim

Cross Platform (universe)

Development

] azps-perl-ja 1.45-4 perl version of Mig
Development (multiverse) [0 aa3d 1.0-4 ASCIl art stereogr|
Development (restricted) [0 aap 1.072-1 make-like "expert
Development (universe) ] aap-doc 1.072-1 make-like "expert =
Documentation (] ] D]

Documentation (multiverse) No package is selected.

Documentation (universe)

Editors

Editors (multiverse) [~
(] I [+)

[ Sections ] l Status ]
[ Search ] l Custom ]

18890 packages listed, 1248 installed, 0 breken. 0 to installfjupgrade, 0 to remove
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5. Inthe package list window locadevork-manager-gnome and
click in thecheckbox and seleatark for installation.

2 i B 4 EEE
File Edit Package Settings Help

¢ & v &

Reload  Mark All Upgrades  Apply Properties search

All S Package Installed Version | Latest Version Description B

Learcimeascy O libnm-glibo-dbg 062-0ubuntu7  network management framework (GLb
[0 libnm-glib-dev 0.6.2-0ubuntu? network managerment framework (GLib
<3 libnm-utilo 0.6.2-0ubuntu? 0.6.2-0ubuntu? network managernent framework (utility
1+ libnm-utilo-dbg 0.6.2-0ubuntu? network managernent framework (utility
142 libnm-util-dev 0.6.2-0ubuntu? network management framework (Util it
[0 libtwo-dev 45.1-1 a Text mode WiNdow environment librar| |
-2 network-manager 0.6.2-0ubuntu?  network management framework (daen
[ +2 network-manager-dbg 0.6.2-0ubuntu? netwerk management framework (daen

0.5,2.0ubuntu? __network managerent framework (plug; fo)
] -5 network-manager-gnome 0.6.2-0ubuntu?  network management framework (GNO || [—
"= network manager gnome-abg B 2 OuDUNTLT  NETWOrC management ramewor (oo [

O  nut-snmp 2.0.3-4buildl A meta SNMP Driver subsystemn for the
3 pcmcia-cs 3.2.8-5.2ubuntu7  3.2.8-5.2ubuntu7  PCMCIA Card Services for Linux
[0  phpgroupware-phpgwapi 0.9.16.011-2~dapp library of common phpGroupware functi
r_‘| nvthon? 3.nvsnrmn? 2081 puthan <r|\mnu lihrary far anants and rv‘wa =
[« v
network management framework (GNOME Frontend) A
NetworkManager attempts to keep an active network connaction available at
all times. 1t is intended primarily for laptops where it allows easy
switching betwen local wireless networks, it's also useful on desktops

a [3) | with a selection of different interfaces to use. It is not intended for

[ Sections l [ Status l HsRge on servers. |

[ seawh || custom | his package provides a notification area spplet that can control the =

43 packages listed, 1240 installed, 0 breken. 2 te installjupgrade, 0 to remove: 2138 kB will be used

6. Clickmark in the Mark additional required changes? dialog box
E [x]

Mark additional required changes?

&3 The chosen action also affects other packages. The
following changes are required in order to proceed.

= To be installed

network-rmanager

/) Cancel ] 4P Mark _'I-

By installing the gnome freemd for NetworkManager the
Synaptic Package Manager will ensure that the NetworkManager
application itself will also be installed.
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ClickApply in theSynaptic Package Manager window.

Click Apply in theApply the following changes? Dia

s Synaptic Package Manager
Fle Edit Package Settings Helg
2 & 28 v e

log box.

=EES)

1)

Reload  Mark All Upgrades [ Apply Properties Search
All Package Installed Version Latest Version Description
pebverlcmenager | libnm-glib0-dbg 06.2-0ubuntu7  network management framework (GLib

Apply the following changes?

@

This is your last opportunity to look through the list of
marked changes before they are applied.

'~ To be installed
network-manager

network-manager-gnome

Summary
2 new packages will be installed

2138 kB of extra space will be used
468 kB have to be downloaded

Show Details

AGEL B FELEELL LT

[J Download package files only

Net;

E

network management framework (GLib
network management framework (utilit
network management framework (utilit;
network management framework (Util i
a Text mode WiNdow environment librar]
|| metuwork management framework (daen
network management framework (daen
network management framework (plugi

network management framework (GNO,

A meta SNMP Driver subsystem for the|
7  PCMCIA Card Services for Linux
app library of common phpGroupWare functi

Pyvthan SNIMP librane for anents and ma

I D]

network management framework (GNO|{ |

all ti

SWitCTING DETWETT T0CaT WITETESS TIeTWOTKS, TS 3150 USETaT On 0esSKIop

with a selection of different interfaces to use. It is not intended for

cl )

[ _semoe |

Usage on servers.
Status ]

l Search ] { Custom ] This package provides a notification area applet that can control the

[a3 packages listed, 1240 installed, 0 broken. 2 to installjupgrade, 0 to remove; 2138 kB will be used

Once the software has finished installing ex@ytiaptic Package

Manager application and log out of Ubuntu;riheg in again.
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After logging back itne NetworkManager applet should appear in the
toolbar. If wireless is enabled-tdittking the applet will display all visible

wireless networks.

Note: If there are no wireless networkslalgbe right click the
NetworkManager applet and ensureatEnable Wireless isticked

1. SelectConnect to Other

Wi

* Wired Network

Wireless Metworle

——

() unisa

WPMN Connections

Connect to Other Wireless MNetwork...

Create Mew Wireless MNetwork...

B |
§’ = I VR 3wl wed Oct 25, 10:09

r

r el

ess

| W

AM

Net wor k
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2. Enter the configuration informatiddo not change any of the

other fields.

3. Click theConnect button

- Ci

CEOTOTheraWiTElBssTNETWDTIC

[x]

@ Existing wireless network

Enter the name of the wireless
network to which you wish to connect.

Network Name: Iunisa—staﬁ

|« Enter unisa-staff or unisa-student

Wireless Security: [WPA Enterprise

ar

]4_ Select WPA2 Enterprise.

EAP Method: PEAP
Key Type: TKIP
Identity: ‘username

Passward: 0000000

+ | €] Select PEAP.
3 | 4=—] Select AES-CCMP.

Do not change any other settings

Anonymous Identity: ‘

Client Certificate File: (None)
CA Certificate File: (None)
Private Key File: (None)

Private Key Password: ‘

[] Show passwords

B
B
B

l &) cancel l =I=Connect —®

4. At this point theNetworkManager icon will show an animation to
indicate it is attempting to connect, this may take up to a minute.

Once connected thetworkManager icon will display a bar graph
indicating signal strength. If the mouse pointer is heldhever t

icon a tool tip will appear with information about the connection
including SSID and signal strength of the connection expressed as

a percentage.

Wireless network connection to 'unisa-staff' (73%)

I

) M e
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Step 21 Configuring LAN proxy settings <to contents

In order to access the Internet from the wireless network it is necessary to
configure your LAN proxy settings to

server.
If you are using Mozilla Firefox:
1. Selecpreferencesé from theEdit menu.
2. Click on theseneral icon
3. Clickontheconnecti on bsttont i ngs &

4, Selechuto-detect proxy settings for this network.
5. Click onoK.
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