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Summary

The correct operation of computer protocols is essential to the smooth operation of the distributed
systems that facilitate our global economy. Formal techniques provide our best chance to ensure that
protocol designs are free from errors. This report presents a Coloured Petri net (CPN) model of the
class of Stop-and-Wait protocols (operating over lossy ordered channels) by using parameters for the
maximum sequence number and the maximum number of retransmissions. This parameterisation
produces an infinite number of instantiations of our CPN model and thus an infinite set of associated
occurrence graphs (OGs) that must be analysed. To overcome this problem, we would like to repre-
sent this infinite set of occurrence graphs by a symbolic OG involving the model parameters. This
report presents the first step towards establishing such a symbolic OG using algebraic expressions for
the base case when there are no retransmissions. We firstly establish that the size of the occurrence
graph is linear in the size of the sequence number space and quartic in the maximum number of re-
transmissions. We present formulas for the number of nodes and arcs over both parameters. We then
consider occurrence graphs where the maximum number of retransmissions is set to zero. We define
the symbolic OG (associated with the parameterised CPN) and derive algebraic expressions, both re-
cursive and explicit, for its nodes and arcs in terms of the maximum sequence number parameter. We
then prove the symbolic OG correct using induction over this parameter. This is a significant result as
it allows us to represent the occurrence graph of the Stop-and-Wait CPN model for any positive maxi-
mum sequence number (with no retransmissions) without having to generate the occurrence graph for
each value of the (unbounded) parameter. Further, we derive an expression from the symbolic OG for
a symbolic Finite State Automaton (FSA) that embodies the protocol language. By applying automata
reduction techniques to the symbolic FSA we obtain a single simple FSA of the protocol language
for any positive value of the maximum sequence number. We compare this to the Stop-and-Wait ser-
vice language of alternating send and receive events and thus verify that the protocol conforms to the
Stop-and-Wait service for all positive values of the maximum sequence number parameter.
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Chapter 1

Introduction

With the reliance of the global economy on computers growing every year, it is imperative that the
underlying computer communication infrastructure does not fail. Reliable communication between
the networks that form the Internet is key to achieving this. It is necessary to understand how these
systems work at a basic level and, more importantly, to understand how and why they may fail.

The Stop-and-Wait protocol (SWP) [33, 36] is a basic flow control protocol. The main idea is
that the sender of data over a communication channel only sends one message, then stops and waits
for that message to be acknowledged by its receiver, before proceeding to send the next message.
The simplest Stop-and-Wait protocol incorporating sequence numbers for error recovery uses two
sequence numbers (0 and 1) and is known as the Alternating Bit Protocol (ABP) [5]. The Stop-and-
Wait mechanism is a fundamental mechanism on which many practical protocols are based, such as the
Internet’s Transmission Control Protocol (TCP) [31]. We have therefore embarked on a fundamental
study of SWP mechanisms [8—10] in which we are attempting to verify the correctness of the Stop-
and-Wait protocol operating over lossy and lossless, reordering and in-order media. The SWP must
satisfy a set of properties defined for the service it is meant to provide (e.g. that data is neither lost nor
duplicated and is delivered in sequence, and there are no deadlocks). Proving that a protocol satisfies
the required properties is known as protocol verification.

Petri nets have proven to be a suitable formal method for protocol verification [6, 7, 19, 23, 24,
26,30, 36,41]. A protocol verification methodology using Coloured Petri nets (CPNs) [22, 25] is
presented in [10]. In [9, 10] a CPN model of the Stop-and-Wait protocol was presented. The model
was parameterised with the maximum sequence number (MaxSegNo) and the maximum number
of retransmissions (MaxRetrans). Correctness of the protocol with respect to absence of loss and
duplication of data, and conformance to the Stop-and-Wait property of alternating send and receive
events was investigated using automated language analysis. However, we could only prove correctness
of the SWP for a limited range of parameter values. What makes our problem interesting is that the
parameter values are unbounded, resulting in an infinite set of CPNs and their associated occurrence
graphs (OGs).

We begin our investigations by presenting formulae for the number of nodes and arcs in the OG of
the SWP CPN as a function of the MaxSeqNo and MaxRetrans parameters. We then present alge-
braic expressions, both recursive and explicit, representing the infinite set of occurrence graphs over
the MaxSeqNo parameter. This result is significant as it embodies the OG for the SWP for any finite
maximum sequence number, for the situation where MaxRetrans = 0. We verify conformance of the
SWP to the Stop-and-Wait property of alternating send and receive events over these parameter values
by deriving the protocol language (the set of all sequences of user-observable events called service
primitives) from our algebraic expressions and comparing it to the service language of alternating
sends and receives using language equivalence.



CHAPTER 1. INTRODUCTION

Related work on symbolic verification of the SWP operating over lossy, in order, channels [2]
considers an infinite OG, rather than an infinite set of finite OGs, for unbounded retransmissions, with
MaxSegqNo = 1 (i.e. the ABP) and also a variant of the ABP called the Bounded Retransmission
Protocol (BRP), that considers arbitrary MaxRetrans, but MaxSegNo = 1. The work we present
in this report complements [2] by verifying the SWP for every positive value of MaxSeqNo (with
MaxRetrans = 0.)

The authors are not aware of any previous attempts to verify a parameterised model of the class of
Stop-and-Wait protocols by obtaining an explicit algebraic expression representation of the OGs over
the parameter values.

The rest of this report is organised as follows. Chapter 2 describes related work in the area of veri-
fication of the SWP/ABP with a focus on parametric and symbolic verification of protocols. Chapter 3
provides some background on the Stop-and-Wait protocol and a description of our CPN model (de-
rived from [8-10]). In Chapter 4 we present our formula for the size of the occurrence graph over
both parameters based on empirical evidence, and provide the motivation for and intuition behind the
formalisation of the parameterised occurrence graph which is presented in Chapter 5. In Chapter 6 we
derive the protocol language from the symbolic OG and in doing so, verify the stop-and-wait property
for all values of MaxSeqgNo. Finally, conclusions and future work are presented in Chapter 7.




Chapter 2

Related Work

The ABP [5] and its extensions (e.g. [14]) have been used extensively in the literature as case stud-
ies (e.g. [32]). Often such papers demonstrate in various ways whether the ABP works as expected
over (lossy or lossless) First-In-First-Out (FIFO) channels [12, 35], investigate performance [28, 34],
demonstrate new tools [12], or illustrate verification methodologies [16], the application of formal de-
scription techniques [38], new modelling languages and derivatives of existing languages [28, 34, 35].
Some illustrate the development of the ABP incrementally [32,36]. However, none of these papers
address the issue of parametric verification of the ABP (i.e. for arbitrary values of MaxRetrans.)

More recently there has been work in the area of symbolic verification of the ABP. Valmari and
his co-workers (e.g. [40]) promote a behavioural fixed point method and compositional techniques for
the verification of parametric systems. In [40] a variant of the ABP using limited retransmission, i.e.
where there is an arbitrary bound (e.g. MaxRetrans) on the number of retransmissions, is verified
using Valmari’s Chaos-Free-Failures-Divergences (CFFD) equivalence. There are several differences
with our work. Perhaps the most significant is that the channels are limited to holding only one
message or acknowledgement at a time, whereas ours are unbounded FIFO queues. Valmari [40]
concedes this to be a much more difficult problem. Valmari’s method relies on defining a separate
counter process which needs to be synchronised (using parallel composition) with the sender logic,
which has 18 states. The counter itself is a recursive parallel composition of counter cells. The receiver
is a relatively straightforward 6 state process. The ack channel is given as a 3 state process, but the
data channel is more complex and not given explicitly in the paper. To obtain the model, all these
processes need to be synchronised with parallel composition. In contrast our CPN model integrates
all these aspects in the one model, and extends the model to include unbounded FIFO queues and
sequence numbers with an arbitrary maximum sequence number as a parameter. However, our model
does not have explicit communication with the users (but relies on the send and (non-duplicate) receive
transitions to be considered as synchronised communication with the user) and does not consider
reporting errors to the user. We see no problem in extending our model to include these features in the
future.

Both the ABP (with unbounded retransmissions) and another variant called the Bounded Retrans-
mission Protocol are used in [2] to demonstrate a symbolic verification methodology [1]. TReX (Tool
for Reachability analysis of compleX systems) [37] was used to implement this methodology in [2].
The content of unbounded lossy FIFO channels is modelled by (a restricted class of) regular expres-
sions, thus providing a symbolic representation of the channels. A process to examine the effect of an
arbitrary number of iterations of loops in the model behaviour (acceleration) is used to construct these
regular expressions. This allows a small symbolic state space to be calculated based on the states of
the sender and receiver processes. They verify that the ABP conforms to the property of alternating
send and receive events using the Aldebaran tool [13] for finite state automata. The maximum number
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of retransmissions was considered to be unlimited giving rise to a single, infinite state model. This
differs in a subtle way from our approach of modelling MaxRetrans as a parameter and thus having
an infinite number of finite-state models, one for each parameter value. This has the advantage of
allowing detection of e.g. a counter exceeding the parameter value, something not possible with the
infinite state approach. The cost is an infinite set of models to analyse (for an unbounded parameter)
rather than a single infinite state model.

In our own previous work [10] we summarised a protocol verification methodology based on
CPNs [21] and finite state automata. CPNs are an executable modelling language with a formal
semantics, based on Petri nets and the SML functional programming language. This methodology
uses state space methods and has been applied successfully for finite state systems, for small values of
parameters. Techniques (such as partial orders, Binary Decision Diagrams (BDDs), and th sweep-line
method) for alleviating the state space explosion problem [39] help to extend the method to larger
ranges of parameters, but cannot handle large or unbounded values.

In [10], the methodology is illustrated using a stop-and-wait Protocol (SWP) [33,36] which in-
volves two parameters: the maximum sequence number, MaxSeqNo; and the maximum number of
retransmissions, MaxRetrans. From a modelling point of view, the values of these parameters may
be chosen arbitrarily. We would thus like to prove that the SWP class is correct for any values of
MaxSegNo > 1 and MaxRetrans > 0. This becomes impossible using finite state techniques, as
we need to consider an infinite number of increasingly larger finite state spaces. For FIFO channels
(either lossy or lossless), a hand proof is given in [10] that shows that the number of messages in
the message channel (and the number of acks in the acknowledgement channel) has a least upper
bound of 2MaxRetrans + 1, for any positive value of MaxSegNo, and any non-negative value of
MaxRetrans. For other properties, such as verifying that the protocol conforms to its service of al-
ternating send and receive events, the standard methodology was used for a range of parameter values
(0 < MaxSeqgNb < 1024, 0 < MaxRetrans < 4), but no general result was obtained.

In [11] we have used a symbolic verification tool called FAST (Fast Acceleration of Symbolic
Transition systems) [17] to analyse the SWP. Like TReX, FAST also uses accelerations (meta-transitions)
to perform symbolic analysis of infinite state systems, to encode an arbitrary number of iterations
of sequences of actions within the system. Models are represented in FAST using counter systems.
These are automata extended with vectors of integer variables and whose transitions are labelled
with Presburger-linear functions. In essence, FAST views the problem as a labelled transition system
that uses tuples of integers to represent the state and Presburger functions to represent changes of
state [3, 18]. In [11] a methodology was described for converting CPNs into counter systems and
the SWP CPN model from [8, 10] was revised to make it easier to convert to counter systems and
analyse using FAST. We were able to symbolically verify a number of properties of our SWP model
for arbitrary MaxRetrans and for MaxSegNo from 1 to 5, including: conformance to the property
of alternating send and receive events; in-sequence delivery of data; no loss or duplication of data;
no deadlocks; and a lowest upper bound on the total number of messages and acknowledgements of
2MaxRetrans+1 thus validating the hand proof given in [10] for this range of parameter values.

Symbolic analysis of the SWP using FAST (and the ABP and BRP using TReX [2]) was successful
when modelling MaxRetrans as the parameter (or as an arbitrary value), but were only successful
for small values of MaxSeqNo. In contrast, the approach presented in this report is able to verify the
SWP for every explicit value of MaxSegNo> 0, but for MaxRetrans=0.




Chapter 3

The Stop-and-Wait Protocol

3.1 Description

Stop-and-Wait is an elementary form of flow control [33,36] between a sender and a receiver. Essen-
tially, the sender may send a message to the receiver but must then stop and wait for an acknowledge-
ment indicating that the receiver is ready for the next message.

Stop-and-Wait protocols often operate over channels that may corrupt or lose messages so that
acknowledgements are used for both flow control and transmission error recovery. A timeout and
retransmission scheme known as Automatic Repeat ReQuest (ARQ) [36] is used to recover from
message loss. Corruption is detected by including a checksum in messages and acknowledgements. If
the received message or acknowledgement fails the checksum, it is discarded, converting message cor-
ruption into message loss. Finally, sequence numbers are used to differentiate between new messages
and duplicates of previous messages.

3.2 SWP CPN Model

The SWP is modelled using Coloured Petri nets (CPNs) [22,25]. CPNs are a form of high-level
net [20] where the tokens are arbitrarily complex data values. The software tool Design/CPN [15]
was used for the construction and analysis of the model. We assume the reader is familiar with
general Petri net concepts. We give an informal introduction to CPNs through our description of our
SWP CPN model, however for a thorough introduction to CPNs the reader is referred to [22,25].

The CPN of our SWP is shown in Figs. 3.1 and 3.2. Figure 3.1 presents the CPN graph of
the system, while Fig. 3.2 defines all the colour sets, variables, constants, and functions used in the
annotations of the CPN graph. The model in Fig. 3.1 is divided into three parts called Sender,
Network and Receiver. We discuss the operation of each part below.

3.2.1 Sender

The Sender comprises three places (ellipses) and four transitions (rectangles). Places are typed by
a colour set (by convention written below the place), defining all allowable data values (tokens) that
may be present on that place. The marking of a place is the multiset of tokens present on that place.
The marking of a CPN is the distribution of tokens over all places of the CPN. The place sender state
models the two states of the sender. It is typed by the colour set Sender comprising two values repre-
senting the two possible states (ready or waiting for an acknowledgement) using CPN ML (Coloured
Petri Net Meta-Language) notation, an extension of SML (Standard Meta-Language) [29] and can be
seen in Fig. 3.2. The initial marking of one s_ready token on sender state indicates that the sender
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Figure 3.1: A CPN of the Stop-and-Wait Protocol operating over an in-order medium.

val MaxRetrans = 0;
val MaxSeqgNo =

|
=
~e

color Sender = with s_ready | wait_ack;

color Receiver = with r_ready | process;

color Seqg = int with 0..MaxSeqgNo;

color RetransCounter = int with 0..MaxRetrans;
color Message = Seq;

color MessList = list Message;

var sn,rn : Seq;

var rc : RetransCounter;

var queue : MessList;

fun NextSeq(n) = if(n = MaxSeqgNo) then 0 else n+l;

Figure 3.2: Declarations of the CPN shown in Fig. 3.1.

is in the ready state initially. The seq_no place is typed by Seq and stores the sender sequence num-
ber (an integer ranging over [0,MaxSegNo] - see Fig. 3.2) and the retrans_counter place records the

number of retransmissions (ranging from 0 to MaxRetrans) of an unacknowledged message.

Transition send_mess models the sending of a message. Places are connected to transitions
via input arcs and transitions are connected to places via output arcs. Every arc has an inscription
that must evaluate to a multiset over the colour set of the associated place. A transition is enabled
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when, for a given binding of variables, the input arc inscriptions evaluate to multisets that are present
in the corresponding input places. When a transition occurs, these multisets are removed from the
input places and the multisets resulting from evaluation of the output arc inscriptions are placed in
the corresponding output places. When send_mess occurs it writes the sequence number (as the
message) to the message channel and changes the sender state to wait_ack. Message content is not
modelled as it does not influence the operation of the protocol. The same is true of the address of the
sender and receiver, as we only have one of each in this model.

The timeout_retrans transition models the expiry of a timer and the retransmission of the cur-
rently unacknowledged message. The guard [rc < MaxRetrans] prevents this transition from oc-
curring when the MaxRetrans parameter is set to 0 and the bidirectional arc connected to place
sender_state ensures retransmissions only occur when the sender is waiting for an acknowledge-
ment. Transition receive_ack models the receipt of expected acknowledgements, those containing a
sequence number one greater than that of the sender. This transition removes the acknowledgement
from the channel, returns the sender to the ready state, resets the retransmission counter to O and
increments (modulo MaxSegNo+1) the sender sequence number stored in seq_no (using the func-
tion NextSeq defined in Fig. 3.2.) Duplicate acknowledgements are received and discarded by the
receive_dup_ack transition.

The sender differs cosmetically from similar models presented in earlier publications [8§—10] as
the two states of the sender are modelled by a single place, rather than being represented explicitly by
two separate places.

3.2.2 Network

The underlying communication medium is modelled as an in-order bidirectional channel consisting of
one place and one transition for each direction of communication. The mess_channel place models
the message channel. It is typed by the colour set MessList (see Fig. 3.2) and has an initial marking
of the empty list []. All arcs incident on this place have inscriptions written to manipulate this list as
a First-In-First-Out (FIFO) queue. (The operator ~~ concatenates two lists while :: concatenates an
element with a list of elements and is used in this model to remove an element from the beginning of
a list.)

The two transitions mess_loss and ack_loss model loss of messages and acknowledgements
respectively. This models both loss in the network (congestion or buffer overflow in a router) and loss
caused by discarding corrupt messages and acknowledgements (checksum failures).

3.2.3 Receiver

The receiver consists of two places and two transitions. The two states of the receiver (r_ready and
process) are modelled by the receiver_state place. The receiver sequence number (the sequence
number of the message expected next by the receiver) is recorded in the place recv_seq_no typed by
the colour set Seq. The initial marking of r_ready on place receiver_state and 0 on recv_seq.no
indicates that the receiver is initially ready and expecting a message with sequence number 0.

Transition receive_mess models the receipt of both expected and unexpected messages from the
sender. When an expected message is received (Sn=rn) the receiver sequence number is incremented
(using NextSeq) and the receiver changes state to process. If the message is unexpected (Sn#rn)
a duplicate message is detected, discarded and the receiver sequence number remains unchanged.
Transition send_ack models the sending of an acknowledgement (containing the receiver sequence
number) and returns the receiver to the ready state.

The receiver model differs from [8—10] in that the receiver sequence number and receiver state
are represented separately and stored in separate places. This aligns the modelling style used in the
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Receiver with that of the Sender.




Chapter 4

Reachability Analysis

Using Design/CPN [15], the occurrence graphs of instantiations of the CPN for a range of parameter
values (MaxSeqgNo from 1 to 1023, MaxRetrans from 0 to 4) were generated [9]. Selected statistics
are shown in Table 4.1. The first two columns show the values of the MaxRetrans and MaxSegNo
parameters. The next two columns show the number of nodes and arcs in each occurrence graph. The
last column shows the number of dead markings present in each OG.

For a given MaxRetrans the number of nodes and arcs increases linearly with MaxSegNo. For
example, when MaxRetrans = 0 the number of nodes and arcs increase by 6 for each unit increase
in MaxSegNo and when MaxRetrans = 1, the increase is 40 nodes and 97 arcs. The following
conjecture gives the size of the occurrence graphs for MaxSegNo> 0 and MaxRetrans> 0.

Conjecture 1. For the Stop-and-Wait CPN of Figs. 3.1 and 3.2, the number of nodes in the occurrence
graph is given by
V| = ((MaxSeqNo + 1)/3)(MaxRetrans* + 13MaxRetrans®+
41MaxRetrans® + 47MaxRetrans + 18)

and the number of arcs is given by

6(MaxSeqNo + 1) for MaxRetrans = 0,
((MaxSeqNo + 1) /6)(10MaxRetrans*

+ 115MaxRetrans® + 266MaxRetrans®  for MaxRetrans > 0.
+ 167MaxRetrans + 24)

|4l =

The formulae are derived from a more extensive version of Table 4.1 using standard techniques
for fitting polynomials to data. The large range of parameter values investigated in [9] give us a high
degree of confidence in this result.

Intuitively, such a linear increase in the number of nodes and arcs in MaxSeqNo for a static
MaxRetrans suggests that there is some regularity to the occurrence graphs. To test this assertion we
examine the structure of the occurrence graphs, starting with the simplest case of MaxRetrans = 0.

Let us denote the CPN from Figs. 3.1 and 3.2 with MaxSeqNo = n as C PN, and its occurrence
graph as OG,,. OG} is shown in Fig. 4.1(a) and consists of 12 nodes and 12 arcs (as indicated in
Table 4.1). It has a main loop of 8 nodes with four dead markings branching from it. The nodes are
numbered from 1 to 12 and each node has been annotated with its sender and receiver sequence num-
ber (written as a pair) for reasons that will become evident. The sender and receiver sequence numbers
are the marking of places send_seq_no and recv_seq_no respectively. For example, node 4 is anno-
tated with (0,1) indicating that the sender sequence number is 0 and the receiver sequence number is
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Table 4.1: OG Statistics of the CPN in Figs. 3.1 and 3.2 for various parameter values.

MaxRetrans | MaxSeqNo | Nodes | Arcs | Dead Nodes
0 1 12 12 4
0 2 18 18 6
0 3 24 24 8
0 4 30 30 10
0 9 60 60 20
0 10 66 66 22
1 1 80 194 4
1 2 120 291 6
1 3 160 388 8
1 4 200 485 10
1 9 400 970 20
1 10 440 | 1067 22
2 1 264 834 4
2 2 396 | 1251 6
2 3 528 | 1668 8
2 4 660 | 2085 10
2 9| 1320 | 4170 20
2 10 | 1452 | 4587 22
3 1 640 | 2278 4
3 2 960 | 3417 6
3 3| 1280 | 4556 8
3 41 1600 | 5695 10
3 9| 3200 | 11390 20
3 10 | 3520 | 12529 22
4 1 1300 | 4956 4
4 2| 1950 | 7434 6
4 3] 2600 | 9912 8
4 4| 3250 | 12390 10
4 91 6500 | 24780 20
4 10 | 7150 | 27258 22

1. Node 4 represents the marking in which M (sender_state) = wait_ack, M(retrans_counter) = 0,
M(send_seq_no) = 0, M(receiver_state) = process, M(recv_seq_no) = 1, M(mess _channel) =],
M(ack_channel) = []. We omit the unit coefficient (e.g. 1‘wait_ack) from the marking of each place.

Each arc is labelled with the corresponding action from the CPN, including the sequence number
of the message or acknowledgement where necessary for clarity. For example, the label send_mess
0 on the arc between node 1 and node 2 represents the occurrence of transition send_mess with sn
bound to 0 (the sending of a message with sequence number 0).

The main loop represents the behaviour of the Stop-and-Wait protocol when no messages are lost.
As there are no retransmissions the dead markings arise when either a message or an acknowledge-
ment is lost. The message or the acknowledgement may be lost for each sequence number, so we have
a total of four dead markings (as seen in Table 4.1).

10



CHAPTER 4. REACHABILITY ANALYSIS

recv_ack 0 recv_ack 0

(0,0)
send_mess 0

ack _loss (12
J D

(1,0) (1,0) 1,2)

(2,2)

(a) OG1 () OG-

Figure 4.1: The OGs of CPN; (OG1) and C PN, (OGo).

OG5 given in Fig 4.1(b) contains 18 nodes and 18 arcs, with 6 dead markings. A main loop similar
to that in OG is present, but consisting of 12 nodes instead of 8 because MaxSeqNo now equals
2, thus the message with sequence number 2 must be sent and acknowledged before the protocol can
return to the initial state. This new message and acknowledgement may be lost, resulting in the two
additional dead markings.

There is a regular structure to the OGs. The annotation of the nodes with the sender/receiver
sequence number pair allows us to see that for each message sent (i.e. for each sequence number)
there are 6 markings generated that can be partitioned into two sets of 3 markings each. The sender
and receiver sequence numbers are identical for the first set of three markings which comprise the
markings where: 1. the acknowledgement has been received by the sender (or it is the initial marking);
2. the message has been sent; and 3. the message has been lost. The set of nodes {1, 2, 3} (for
sequence number 0) is an example of this first set of 3 markings. The second set of 3 markings
corresponds to the receive sequence number being one more than the send sequence number modulo
MaxSeqNo+1 (n+1), and comprises the markings where: 1. the message has been received; 2. the

11



CHAPTER 4. REACHABILITY ANALYSIS

acknowledgement has been sent; and 3. the ack has been lost. The set of nodes {4, 5, 6} (for sequence
number 0) is an example of this second set of 3 markings.

The first 9 nodes of OG; and OG> are identical. For example, node 8 from both OGs is the mark-
ing M(sender_state) = wait_ack, M(retrans_counter) =0, M(send_seq_no) = 1, M(receiver state)
= r_ready, M(recv_seq._no) = 1, M(mess_channel) = [1], M(ack_channel) = []. The first 9 nodes
in each OG correspond to the three sets of nodes with sender and receiver sequence numbers of (0,0),
(0,1) and (1,1). We denote these subsets of three nodes by V(%),o)’ V(%],l) and V(ll,l) for OG1 and by
V(%,o)’ V(%),1) and V(21,1) for OG4. The subscript is the sender/receiver sequence number pair and the
superscript is the value of MaxSeqNo of the corresponding CPN.

Nodes 10, 11 and 12, however, differ between OG1 and OG+4 as the occurrence of recv_mess 1 at
node 8 increments the receiver sequence number to 2 in OG9 (rather than wrapping it to 0 as in OG1).
Thus nodes {10, 11, 12} in OG> have receiver sequence number equal to 2 (not 0) and in the same
way as above we denote these nodes by V(11,0) in OG1 and V(QLQ) in OG2. The protocol behaviour is
identical over these three nodes, the only difference being the acknowledgement sequence number of
2, not 0.

Nodes 13 to 18 in OG> are new, as the message with sequence number 2 must be sent and ac-
knowledged before sequence numbers wrap and the protocol returns to the initial state. The same
pattern of behaviour exhibited for sequence numbers O and 1 is repeated for sequence number 2.
These nodes correspond to the sets V(2272) and V(zz,o), i.e. the nodes with annotation (2,2) and (2,0)
respectively.

To obtain OG5 from OG; we delete 3 nodes (10, 11 and 12 in OG) and add 9 nodes (10-18
in OGy) giving a net increase of 6 nodes. Thus the set of nodes for OG29, Vo, is given by Vo =
(i U (V(ZLQ) U V(22,2) U V(QQ’O))) \ V(11,0)’ where V; = V(%),o) U V(%),1) U V(11,1) U V(11,0) is the set of nodes
for OG4. Similarly for the arcs, we delete 4 (all the arcs associated with the nodes in V(ll,o)) and add

10 (all the arcs associated with the nodes in V(2172), V(22,2) and V(%,o

Thus the set of arcs for OG5, Ag, is given by Ay = A7 U Agdd \ Adel where Ay is the set of arcs in
0G4, Agdd is the set of 10 new arcs and Agel is the set of 4 arcs deleted from OG1.

)) giving a net increase of 6 arcs.
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Chapter 5

Algebraic Formulas for the OG

In this chapter we derive algebraic formulas for the OG when MaxRetrans = 0, based on the intuition
presented in Chapter 4. We firstly present a recursive expression for the OG for an arbitrary MaxSe-
gNo MaxSegNo= n — 1 as a formalisation of the observations made in Chapter 4. Following this,
we present a closed form expression explicitly stating the OG for an arbitrary MaxSegNo.

Let us begin by defining the OG of a CPN, based on [23].

Definition 1. The OG of a CPN with initial marking My and a set of binding elements BE, is a
labelled directed graph OG = (V,A) where

1. V = [M,) is the set of reachable markings of the CPN; and

2. A={(M,b,M") € Vx BE X V|M[b)M'} is the set of labelled directed arcs, where M[b) M’
denotes that the marking of the CPN changes from M to M' on the occurrence of binding
element b € BE.

The Stop-and-Wait protocol CPN in Figs. 3.1 and 3.2 is parameterised by MaxSegNo (we set
MaxRetrans to 0). Thus we have the following definition of an instantiation of the CPN and its OG
for a given parameter value:

Definition 2. For n € NT (the positive integers), CPN,, is defined as the Stop-and-Wait Protocol
CPN of Figs. 3.1 and 3.2 with MaxSeqNo = n and MaxRetrans = 0. The occurrence graph of
CPN,, is denoted by OG,, = (Vy,, Ay).

Based on our observations, we define the following notation for markings and arcs. Let V{S‘n,m) C
Vi, denote the subset of nodes in OG,, with the given sender and receiver sequence numbers SN =
M (send_seq-no) and rn = M (recv_seq-no). As previously described, for each message sent with
sequence number ¢ € {0,1,...,n}, there are 6 markings that can be partitioned into two sets of 3
markings each. The first set of 3 markings corresponds to those in which sSn=rn and is denoted by
V(?’ i) The second set corresponds to SN=rn&é,, 1 (where &,, is modulo (n+1) addition) and is denoted
by V(Z i®n1)" Because of the Stop-and-Wait operation of the protocol over a FIFO medium, it can be
seen from Fig. 3.1 that in all markings either rn = sn or rn = sn @, 1 so we define for 0 < i < n:

Vi = {M € Vp|M(recv_seq.no) = M(send_seq.no) = i} (5.1

and
Viion1) = {M € Va|(M(recv_seq.no) = M(send_seq.no) &, 1 =i &y 1)} (5.2)

The markings are given in Tables 5.1 and 5.2. The first column shows the marking name. The
subscript of a marking (sn, rn) is the sender and receiver sequence number for that marking and the
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CHAPTER 5. ALGEBRAIC FORMULAS FOR THE OG 5.1. A Recursive Formula for the OG

Table 5.1: V(Z) for0<:<n

Node sender_state | send_seq_no | mess_ch. | ack_ch. | receiver_state | recv_seq_no
M ((?Z.’)l ) s_ready 7 (] [ r_ready 7
MY | waitack i [i] [l r_ready i

M ((le.’)?’ ) wait_ack ] (] [ r_ready 1

Table 5.2: V(Tz'l,i@nl) for0<:<n

Node sender_state | send_seq_no | mess_ch. | ack_ch. | receiver_state | recv_seq_no
M, ((:Z.’el;nl) wait_ack i i ] process i®n1
M ((?Zfé)nl) wait_ack i (] [z ®p 1] r_ready i On 1
M ((ZLZ.’;)nl) wait_ack 7 [] [ r_ready 1Dy 1

superscripts correspond to the maximum sequence number (N) and the ‘type’ of marking described in
Chapter 4. The remaining columns of these tables show the markings of each place in the SWP CPN
of Fig. 3.1. Note that retrans_counter always has a value of 0 (one ‘0’ token) and is thus omitted
from the tables. Correspondingly, the transition timeout_retrans is never enabled.

To match the partitioning of nodes, we define a similar partitioning of the arcs into groups of three.
Let A?Sn,m) C A, denote the subset of arcs in OG,, in which the source node of the arc has the sender
sequence number SN and receiver sequence number rn. As before, rn =snorsn®, 1. For0 <: < n
we define:

Ay = {(M,0, M') € A,|M(recv_seq-no) = M(send_seq_no) = i} (5.3)

and
Al ionny = {(M, b, M") € A,|(M (recv_seq.no) = M(send_seqno) @, 1 =i®, 1)} (5.4)
Partitioning the arcs in this way means that A?sn,m) contains all the outgoing arcs of the nodes in the

corresponding set V(gn,m), for a given sn and rn.

The arcs in A’&yi) represent: 1. sending a message with sequence number ¢; 2. losing this message;
and 3. receiving this message. The arcs in A& i, 1) TEpresent: 1. sending an acknowledgement 7@, 1;
2. loss of this acknowledgement; and 3. receiving this acknowledgement. These arcs are given in
Tables 5.3 and 5.4. The subscript indicates the sender and receiver sequence number of the source
node of each arc. The superscript corresponds to the maximum sequence number (n) and the ‘type’

of arc as just defined.

5.1 A Recursive Formula for the OG

Chapter 4 shows that OG> can be easily constructed from OG through subtraction of 3 nodes and
4 arcs, and addition of 9 nodes and 10 arcs. Furthermore, we are able to obtain OG3 from OGy
through the subtraction of 3 nodes and 4 arcs, and the addition of 9 nodes and 10 arcs. This pattern
continues for OG4, OG5, etc. and suggests that the OG can be recursively defined for a given value
of MaxSegNo using a first-order recursive formula.

14



CHAPTER 5. ALGEBRAIC FORMULAS FOR THE OG

5.1. A Recursive Formula for the OG

Table 5.3: AZ.,Z.) for0<i<mn

Name Source node | Binding Element Dest. Node
GE%) M, ((Z"l’)l ) send_mess<sn=i, queue=[]> M ((Z"Z’)Q )
agzg M ((Zi’)Q ) mess_loss<sn=i, queue=[]> M ((:Z’;’ )
agz;‘;’ M ((Zi’)Q ) receive_mess<sn=i, rn=i, queue=[]> M ((z'n,z',ela)nl)

Table 5.4: A’(”Li,i@nl) for0 <i<n
Name Source node | Binding Element Dest. Node
ag;ﬁ;gn 1) ((z?fz‘,ela)nl) send_ack<rn=i®, 1, queue=[]> ((: Z.’é)nl)
a(?ﬁen 1) M ((szgn 1) ack_loss<rn=i®, 1, queue=[]> ((: i,;)nl)
a(?’%n 1 ((Zi,?B)n 1 receive_ack<sn=i, rn=i®,, 1, rc=0, queue=[]> | M ((:éi)l,i ©nl)

5.1.1 Base case

Let us now formally define the base case of MaxSeqNo=1 corresponding to OG; = (Vi, A1) as
shown in Fig. 4.1 (a). The set of nodes corresponds to V; = V}),O) u V(%),1) u V(11,1) u V(11,0)’ i.e. the set
of nodes defined by Tables 5.1 and 5.2 evaluated for 0 < % < 1. The set of arcs is similarly expressed
by A, = A%o,o) U A%O,l U A%1,1) U A%I,O)’ i.e. the set of arcs defined by Tables 5.3 and 5.4 evaluated
for 0 <+ < 1. V; and A; are explicitly represented in Tables 5.5 and 5.6 respectively.

5.1.2 Recursive Expression

Now that we have an explicit representation of the base case of MaxSeqNo=1, let us formalise the
intuition from Chapter 4 and define the set of nodes and arcs to remove and the set of nodes and arcs

to add, to obtain OG}, from OGj,_;.
The set of nodes to add to V,,_; to obtain V,, corresponds to the set

dd

Vi = Vinam) Y Vi Y Ving) (5-3)
i.e. the set of nodes specified by evaluating Table 5.2 for 2 = n — 1 and 7 = n, and Table 5.1 for
i = n. The set V,3% i explicitly defined in Table 5.7. The set of nodes to delete from V;, 1 to obtain

Vy, corresponds to the set

Vdel _ Vn—l
=

"o 66

i.e. the set of nodes specified by evaluating Table 5.2 for i = n — 1. The set V,2¢ is explicitly defined
in Table 5.8.
The set of arcs to add to A,,_1 to obtain A,, corresponds to the set

A?de = A?n—l,n) U Aj,

(n,n)

U AR U ™ 1

(n—1,n—1) .7

1.e. the set of arcs specified by evaluating Table 5.4 for 2 = n — 1 and ¢ = n, Table 5.3 for 7 = n,
and the third arc from the set defined by evaluating Table 5.3 for i = n — 1. The set A%% is defined
explicitly in Table 5.9. The set of arcs to delete from A,_; to obtain A,, corresponds to the set

Adel _ Anfl
n =

i (5.8)

yU{afinl )

n—1,n—1
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CHAPTER 5. ALGEBRAIC FORMULAS FOR THE OG 5.1. A Recursive Formula for the OG

Table 5.5: V; - Nodes for the base case of MaxSegNo=1.

Node sender_state | send_seq_no | mess_ch. | ack_ch. | receiver_state | recv_seq_no
M (%,’01)) s_ready 0 [] [ r_ready 0
M ((3 ’g)) wait_ack 0 [0] [ r_ready 0
M 8 ’g’)) wait_ack 0 (] [l r_ready 0
M ((3 ’11)) wait_ack 0 [] [ process 1
M((g’f)) wait_ack 0 ] [1] r_ready 1
M (% ’f )) wait_ack 0 [] [ r_ready 1
M ((11 7’11 )) s_ready 1 (] [ r_ready 1
M ((11 ’12 )) wait_ack 1 [1] [1 r_ready 1
M ((11 13 )) wait_ack 1 (] [ r_ready 1
M) | waitack 1 [ [ process 0
My | waitack 1 [ [0] r_ready 0
M ((11 ’g)) wait_ack 1 (] [ r_ready 0
Table 5.6: A1 - Arcs for the base case of MaxSeqNo=0.
Name Source node | Binding Element Dest. Node
ag(l]:(l)% M, (%”&)) send_mess<sn=0,queue=[]> M ((01,’3))
ag(l)ﬁg M (%”5)) mess_loss<sn=0,queue=[]> M ((3,’3))
ag (1):33 M (%”g)) receive_mess<sn=0,rn=0,queue=[]> M ((3 7’11 ))
a E (1] : 3 M ((g ,’11 )) send_ack<rn=1,queue=[]> M ((3 7’12 ))
ag(l)ﬁ% M (%”12)) ack_loss<rn=1, queue=[]> M ((01,’%)
agéﬁ’% M, (%”12)) receive_ack<sn=0, rn=1, rc=0, queue=[]> | M ((11 ,’11))
aﬁﬁ% M ((11,’11)) send_mess<sn=1,queue=[]> M ((11 ,’12))
agﬁg M, ((11,’12)) mess_loss<sn=1,queue=[]> M ((11,’5’))
aﬁﬁ’% M ((11 ,’12 )) receive_mess<sn=1,rn=1,queue=[]> M ((11 7’3))
aﬁ:ég M, ((11”&)) send_ack <rn=0,queue=[]> M ((11 ,’g))
aﬁﬁ% M ((11 ,’g)) ack_loss<rn=0, queue=[]> M ((11 7’3))
aﬁ:gg M, ((11,’5)) receive_ack<sn=1, rn=0, rc=0, queue=[]> | M ((é,’&))

i.e. the arcs specified by evaluating Table 5.4 for # = n — 1 and the third arc from the set defined by
evaluating Table 5.3 for i = n — 1. The set A% is defined explicitly in Table 5.10.
We are now ready to state a recursive expression for the OG of CPN,, for n > 0.

Theorem 1. Forn € NT,0G,, = (Vy,, Ay,) where

1. OG1 = (V1, A1) is the OG as given in Fig. 4.1 (a) and specified in Tables 5.5 and 5.6, and
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CHAPTER 5. OG ALGEBRAIC FORMULAS 5.2. An Explicit Algebraic Formula for the OG

Table 5.7: Vrfdd - Nodes to add to obtain V,, from V,,_.

Node sender_state | send_seq_no | mess_ch. | ack_ch. | receiver_state | recv_seq-no
M, ((: . E )| Waitack n-1 [ [ process n
M ((77; ’_23 ) wait_ack n-1 ] [n] r_ready I
M ((Z - % )| Waitack n-1 [l (] r_ready n
M ((:Z ’nlg s-ready n [ [ r_ready n
M ((:ﬁ; wait_ack n [n] (1 r_ready n
M, ((Z ,’Sg wait_ack n (1 (] r_ready n
M ((: ,’(})) wait_ack n (] (] process 0
M ((fo)) wait_ack n i [0] r_ready 0
M ((:Z ,’g)) wait-ack n (1 (1 r_ready 0

Table 5.8: Vf‘/’l - Nodes to delete to obtain V,, from V,,_.

Node sender_state | send_seq-no | mess_ch. | ack_ch. | receiver_state | recv_seq._no
M ((Z— 11 ’g)) wait_ack n-1 (] (] process 0
M ((:;:11 ’g)) wait_ack n-1 [ [0] r_ready 0
M ((:::11 ’g)) wait_ack n-1 i 1 r_ready 0

2. forn >2,0G, = (Vo_1 UVd\ Vel A U A4\ Adel) \where

° V;dd = V(Z_l’n) U V(Z’n) u V(Z’O) (Equation 5.5) are the new nodes, the nodes in OG

that are not in OG,_1, as given in Table 5.7;
° erl = V’éill 0) (Equation 5.6) are the nodes to be deleted, the nodes in OG,_1 that are
not in Oén, as given in Table 5.8;

o Addd — A1y YA UAG 0 U {ang’)l,n_l)} (Equation 5.7) are the new arcs, the

arcs in OG,, that are not in OG,_1, as given in Table 5.9; and

o Adel — AZ:I,O) U {aEZiZ?ﬁl)} (Equation 5.8) are the arcs to be deleted, the arcs in

OGy,—1 that are not in OGy, as given in Table 5.10.

The proof of this theorem is given in Section 5.3.

5.2 An Explicit Algebraic Formula for the OG

The recursive construction given above follows directly from the observations of the difference be-
tween two OGs for consecutive values of the MaxSeqNo parameter. However, it is possible to solve
this first-order difference equation by inspection and state an explicit algebraic formula for the OG
directly, without recursion.

We have already partitioned the nodes into sets of size 3, specified by V(’;,Z.) (Table 5.1) and
V(" ) (Table 5.2) for a given ¢ such that 0 < ¢ < n. Similarly, the arcs have also been parti-

1,i®nl
tioned into sets of size 3, namely Aa i) and A7 We know that the set of nodes of OG; is

(i,iBn1)"
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CHAPTER 5. OG ALGEBRAIC FORMULAS 5.3. Proof of Recursive and Algebraic Expressions

Table 5.9: A?de - Arcs to add to obtain A,, from A,,_1.

Name Source node | Binding Element Dest. Node
agf’)l,n_l) M ((:’_21) 1) receive_mess<sn=n-1,rn=n-1,queue=[]> | M ((:’_lin)
aEZf)lyn) M ((::’_13 n) send_ack<rn=n,queue=[]> M ((:’_237”)
GEZ,—)I,n) M ((::’_21) n) ack_loss<rn=n, queue=[]> M ((:’_31”)
aEZf)Ln) M ((2121) ) receive_ack<sn=n-1, rn=n, re=0, | M, (2:73
queue=[]>

aEZ;L)) ((:,;g send_mess< sn=n,queue=[]> M ((:7’3
agzyi)) ((:jg mess_loss<sn=n,queue=[]> M ((:7’33
agzzi)) ((;L,ﬁg receive_mess<sn=n,rn=n,queue=[]> M ((;L,’g))
agzz (1)% ((:,’3)) send_ack<rn=0,queue=[]> M ((:7’3))
agzzgg M, ((2”5)) ack_loss<rn=0, queue=[]> M ((2”(‘:’))
agzzgg M ((:,’g)) receive_ack<sn=n, rn=0, rc=0, queue=[]> | M ((On, 61))

Table 5.10: A% - Arcs to delete to obtain A, from A,_;.

Name Source node | Binding Element Dest. Node

aEZ:ii)_l) M ((;L__ll ”7‘?_1) receive_mess<sn=n-1,rn=n-1,queue=[]> | M ((;L__ll ,’&))

a%Z:i (1)% M ((::11 ,’3)) send_ack<rn=0,queue=[]> M ((::11 7’(?))

aEZiigg M ((2:11 ”g)) ack_loss<rn=0, queue=[]> M ((2:11 7’5’))

aEZ: 1 73% M ((::11 ,’g)) receive_ack<sn=n-1, m=0, re=0, | M ((On, (;)1 1)
queue=[]>

exactly specified by the union of the evaluation of the sets V(’Z.‘, i) and V(Z idn1) for each value of 7 from
0 to n, which can be confirmed by direct inspection of OG. Similarly, the set of arcs of OG] is
exactly specified by the union of the evaluation of the sets A?Z.,i) and A?” Enl) for all values of ¢ from
0 to n. The same is true of OG5, and so on. We are therefore able to specify the OG directly, for any
value of n (MaxSegNo), as a union of sets of nodes and a union of sets of arcs. The sets of nodes and
arcs are determined by evaluation of the four sets as previously described, with the maximum value
of ¢ determined by the value of the MaxSeqNo parameter.

We state the theorem for this parametric OG below.

Theorem 2. Forn € N*, OG,, = (V,,, A,) where

Va= U (Vi) UWiie) An= U (A0, U AL e,0)

0<i<n 0<i<n

The proof is given in Section 5.3.

5.3 Proof of Recursive and Algebraic Expressions

Both Theorem 1 and 2 can be proved in a near-identical way. We present a combined proof below.
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CHAPTER 5. OG ALGEBRAIC FORMULAS 5.3. Proof of Recursive and Algebraic Expressions

Proof. We prove Theorem 1 and 2 by induction over the maximum sequence number MaxSeqNo
(n). The proof draws inspiration from [27] for recursively defining a service OG. Firstly we prove the
basis case for n=1 using Design/CPN. Then we prove the induction step in two parts. The first part
shows that all but the last 3 nodes in OGy, (V, k 0)) are identical to the nodes in OG1, with a similar
situation holding for the arcs. Then, using reachability analysis, we generate the last 9 nodes and 10
arcs for OGp41.

Basis. We assume that Design/CPN can correctly generate an OG of a CPN model with a finite oc-
currence graph. Thus OG; as shown in Fig. 4.1(a) matches the nodes and arcs defined in Tables 5.5
and 5.6 (Theorem 1) and also matches the nodes and arcs defined in Tables 5.1 to 5.4 for n=1 (Theo-
rem 2).

Induction. We assume both Theorem 1 and 2 to be true for n=k. This gives us:

OGk _ (Vk LU V dd\ del,flk:_1 U Azdd \ Azel)

for the recursive expression; and

0Gr=( U ViyUViie.) U @A) YALie.n) (59)

0<i<n 0<i<n

for the explicit algebraic expression. We now prove that both hold for n = k + 1.
The following lemma states that the behaviour of the CPN is unchanged forn = kandn =k +1
up to the point where sequence numbers wrap.

Lemma 1. For CPN;, and OG;c as given in Definition 2, the subgraph of OGy, corresponding to
(Vi \ V(’,“c 0y Ak \ (A ?k 0 Y {a(k 5 })) is invariant on increasing MaxSegNo from k to k + 1, where

(k\3)

(k) is the

V(Ic 0) and A(,c 0) are defined in Tables 5.2 and 5.4 respectively by substituting i=k, and a
third arc in Table 5.3 with i=k.

Proof. By examining the CPN model, it can be seen that the only way that the parameter MaxSeqNo
affects the model is through the NextSeq function. Further, an increase in MaxSeqNo only affects
the behaviour of the model when sequence numbers wrap, i.e. in C PNy, NextSeq(k) = 0, but in
CPNg1, NextSeq(k) =k + 1.

Because NextSeq behaves identically up to the point where wrapping occurs in OG, we con-
clude that the behaviour of the CPN, (thus the OG) is unchanged for all values of sender and re-

ceiver sequence number up to the point where wrapping occurs, i.e. for the subset of nodes (’8 0) U
V(’(“),l) U V(’il) U..u V(’fc,k) C Vi. The arc agzzzg where receive_mess occurs from M((,I: k)) € V(’,“c,k)

causes the receiver sequence number to wrap to 0, so the markings in V(k o) &re no longer reach-
able when n is increased from k to k+ 1. The subset of arcs that remains unaffected is given by

A(0 o) U A(O H U A’(cl,l) u. (k K\ {a } C Aj. The remaining arcs (A(,c o) Y {a )}) can
no longer occur as either thelr source or destlnatlon nodes (or both) are no longer reachable when
MaxSeqgNo equals & + 1. O
Corollary 1. Following directly from Lemma I:
. k+1 1k
V0<i<k, V(Z o= V(i,i) (5.10)
: k+1 _ vk
Vo<:i<k-1, V(i,i—i—l) = Viiit1) (5.11)
- k+1
VO0<i:<k—1, A(i ) A(z i) (5.12)
: k41
VO<i<k-—1, A(“_H) A(zz+1) (5.13)
g) — (k+11) ok2) _ (k+1.2)

Ukk) = Uk .k) and  ayn) = ag (5.14)

19



CHAPTER 5. OG ALGEBRAIC FORMULAS 5.3. Proof of Recursive and Algebraic Expressions

Invoking the induction step, because we assume that our expressions for Vi and Ay are correct,
we can assume that the nodes and arcs remaining invariant in Vj4; and Ay, are also correct. Having
determined the subset of nodes and arcs from OG), that are invariant in the occurrence graph of
CP Ny 1 we must now determine the set of additional reachable markings and arcs:

Lemma 2. For CP Ny 1 and the set of invariant nodes from Lemma 1, the set of additional reachable

. L k+1 k+1 k+1
markings of C PN is given by ‘/(kjc+1) U V(k——tl,k—kl) u V(kil,o)
Lemma 3. For CPNy1 and the set of invariant arcs from Lemma 1, the set of additional arcs in

o k+1 k+1 k+1 (k+1,3)
OGly1 is given by A(I:,—k:—kl) U A(l:+1,k+1) U A(I;:-l,o) U {a(k,k) }.

Proof. From Lemma 1, the behaviour of C PNy is the same as C PNy up until the point where
sequence numbers wrap. The occurrence of receive_mess<sn=k, rn=k, queue=[]> in M (k+1,2)

(kk)
leads to a new marking, M ((]l: :11:11)) in which the receiver sequence number is k£ + 1 (not 0). The
only transition enabled in M ((,l: Ll_’ll)) is send_ack with binding <rn=k+1, queue=[]>. Occurrence of
this leads to the marking M ((]I: :41_’12)) From here, either the acknowledgement just sent may be lost

through occurrence of ack_loss<rn=k+1, queue=[]> leading to the dead marking M ((:,E_’f)) , or the

acknowledgement will be received and the sender sequence number incremented through occurrence
of receive_ack<sn=k, rn=k+1, rc=0, queue=[]>, leading to the marking M ((151_11 ’,Brl).

From M ((,I:Ll,’lill) the only possible action is send_mess<sn=k+1, queue=[]> leading to the
(k+1,2)
M (k+1,k+1)"
currence of mess_loss<sn=k+1, queue=[]> leads to the dead marking M ((]]::11 ’,‘2_1). Occurrence of

receive_mess<sn=k+1, rn=k+1, queue=[]> leads to marking M ((::11 ’(})).
From this marking the only possible action is send_ack<rn=0, queue=[]> leading to the mark-

M ((,fill ’02)). The acknowledgement just sent may be lost (ack_loss<rn=0, queue=[]>) leading to

the dead marking M ((]I:j_'ll ’g’)), or the acknowledgement may be received successfully by the sender

(receive_ack<sn=k+1, =0, rc=0, queue=[]>) leading back to the initial marking, M ((éc 3)1’1).

From Equations 5.1 and 5.2 defining the sets of nodes, the 9 nodes generated above correspond to
V(Ifcj;cil) U V(Ifcill, k1) U V(’fcj_ll,o), obtained by substituting n = k + 1 into Tables 5.1 and 5.2 and then
evaluating Table 5.2 for ¢ = k and both Tables 5.1 and 5.2 for ¢ = k + 1.

marking Two transitions are now enabled, namely mess_loss and receive_mess. Oc-

ing

From Equations 5.3 and 5.4 the 10 new arcs correspond to Al(cl::liﬂ) U A?,;:_ll,kﬂ) U A](cl;:_ll,o) U
{agz:;’g’)}, obtained in a similar way. O

It follows that the set of nodes V1 is equal to the union of the set of invariant nodes Vj, \ V(’,“c 0)
from Lemma 1 and the set of additional reachable nodes from Lemma 2. Thus:

k k+1 k+1 k+1
Vi1 = Vi \ Vilo U V(k_;c—H) U V(kL,kH) U V(I:Ll,o) (.15

Similarly, it follows that the set of arcs Ag; is equal to the union of the set of invariant arcs from
Lemma 1 and the set of additional arcs from Lemma 3, i.e.

_ (k,3) (k+1,3)
Apr = Ak \ (A0 Udagen ) Y AG ey Y AR ks Y Al 10 Udags ™) (5.16)

To complete the proof of Theorem 1 we invoke on Equation 5.15 the definitions of V,24¢ and V,d¢!
from Equations 5.5 and 5.6 for n = k + 1 to obtain

_ k+1 k+1 k+1 k
Verr =Vie U Vi o UVetieiny Y Vasso  \Wiko)

=V U Vi \Vifh
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CHAPTER 5. OG ALGEBRAIC FORMULAS 5.3. Proof of Recursive and Algebraic Expressions

Similarly, the definitions of A% and A%! from Equations 5.7 and 5.8 for n = k + 1 are substituted
into Equation 5.16 to obtain
_ k+1 k+1 k+1 (k+1,3) k (k:3)
Ak+1 = Ak U A(k,k—|—1) U A(k+1,k+1) U A(k—|—1,0) U {a’(ng) } \(A(k,()) U {a(k,k)})
= Ak U Azidl \Agﬁl

Thus OGjiq = (Ve UVAH\ VA ApU AR\ Ael ), the induction holds, and Theorem 1 is proved.
To complete the proof of Theorem 2 we use alternate substitutions into Equations 5.15 and 5.16.
We begin with the set of nodes:

Vierr = Ve UVRhln UVEE ey Y Ve \ Viko) (Equation 5.15)

(Substitution of Vy,

_ k k k+1 k+1 k+1 k
= U (V( i U V(i,ieanl)) UV el UV ) \ Vik.o) from Eqn. 5.9)

(X)) (kk+1) (k+1,k+1) (k+1,0

0<i<k
_ k k k+1 k+1 k+1 (Cancellation
= U V(”)) Ul U V(i’i@"l)) Y V(’%k“) J V(k+1ak+1) U V(k+1,0) of terms)

0<i<k 0<i<k—1

(From Equations.

= (U vV U Vi) OV YV UYL

0<i<k ’ 0<i<k—1 ’ ’ ’ ’ 5.10 and 5.11)
= U 0@ vk (Simplification)

0<i<k+1

Similarly for the set of arcs:

A UAlEL JuAkEl U AR U {al )
Apsr = (k,k+1) (k+1,k+1) (k+1,0) (k,k) (Equation 5.16)

\(Af0) U {alpi) )

k k k+1 k+1 k+1
U (A7 U AGiign) U A1) Y A 1p41) Y A0 (Substitution of Ay

— 0<i<k
k+1,3 k,3 from Eqn. 5.9)
U{agk?l:) )} \ (Al(ck,o) U {aEk,k))})
k k k41 k+1
( U A(i,i)) Ul U A(i,ieanl)) U A(l::k—t—l) U A(lj—f—l,k—f—l)
= O<ick-1 Osisk—1 (Cancellation of terms)

k+1 (k+1,3) (k,1)  (k,2)
UAG 1 0) Y Aagen ™ Y U ages) a
k+1 k+1 k+1 k+1
(0<_L<Jk 1A<i,i))U(O<L<Jk IA(i,i@nl))UAw,kH)UA(k+1,k+1> (From Equations 5.12,
— SISK— SISK—
k+1 (k+1,1)  (k+1,2) (k+1,3) 5.13 and 5.14)
UAG 10y UGk Oy Qe )
k+1 k+1 k+1 k+1
( U A(ijLi))U( U A(i;@nl))UA(I:kJrl)UA(I;F+1,I¢+1)
— 0<i<h—1 0<i<h—1 (Definition of AfFL)
UA?; Y o Y AZ:F 11) |
+7 y
= U (AT VAL 1) (Simplification)
0<i<k-+1

k41| yk+1 k+1 | gk+1 - .
Thus Viy1 = U0<i§k+1(V(i$ U V(Z.;.Leanl)) and A1 = U0§i§k+1(A(ijLi) U A(;;.@nl)), the induction

holds and Theorem 2 is proved. U
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Chapter 6

The Algebraic Protocol Language

Of the many properties of interest to be investigated (bounds, deadlocks, livelocks) we firstly consider
conformance to the Stop-and-Wait property of alternating send and receive events. (We hesitate to call
this the Stop-and-Wait service because the service should encompass all properties of interest, not just
allowable sequences of events.) The protocol language comprises all sequences of user-observable
events (service primitives) exhibited by the protocol. The Stop-and-Wait property is concerned with
sending and receiving data only and the acknowledgement and retransmission mechanisms (including
sequence numbers) are not visible to users of the protocol. We therefore define the service primitives
of the Stop-and-Wait property as SP = {send, receive}.

Obtaining an expression for the protocol language from the parametric OG will enable us to verify
the conformance of the SWP to the Stop-and-Wait property for all values of MaxSegNo. The Stop-
and-Wait property over a lossy medium is defined as (send, receive)* send’ where send' represents
0 or 1 occurrences of send. This represents that the last send event may not be followed by a
corresponding receive event if the last message that was sent is lost, i.e. the system will halt.

We state this in the following theorem, which is proved in the following sections.

Theorem 3. The Stop-and-Wait protocol, as defined by the CPN in Figs. 3.1 and 3.2 with the MaxRe-
trans parameter set to 0, conforms to the Stop-and-Wait property of alternating send and receive
events, i.e. (send, receive)*sendT for all values of MaxSeqNo, where send represents 0 or 1
occurrences of send.

6.1 Mapping from the Algebraic OG to an Algebraic FSA

By interpreting the parametric OG of Theorem 2 as a Finite State Automaton (FSA) and relabelling
binding elements as either service primitives or epsilon (empty) moves, standard algorithms [4] can
be used to obtain the minimal deterministic FSA of the protocol language. The complication is that
these standard algorithms must be applied to a parametric representation of a FSA.

The explicit algebraic formula of Theorem 2 is chosen for this task in preference to the recursive
expression of Theorem 1 because the standard FSA manipulation algorithms are designed for explicit
FSAs and thus intuition suggests it will be easier to apply such algorithms to an explicit parametric
FSA rather than a recursively defined FSA.

Following the methodology from [10] would require us to define an abstract occurrence graph
with respect to markings for our Stop-and-Wait CPN using a mapping from markings to integers,
before defining a mapping from the abstract OG to its FSA. In our case, however, the intermediate step
of defining an abstract OG with respect to markings is not necessary. Our situation is simple enough
to allow us to map directly from OG,, to its FSA. We begin by defining the necessary mappings to
relabel the markings with integers and relabel the arcs with service primitives (or €):
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CHAPTER 6. THE ALGEBRAIC PROTOCOL LANGUAGE 6.1. Mapping to Algebraic FSA

Definition 3. Let I : [My) — Nt be an injection, mapping from the reachable markings of C PN,
with initial marking My into the set of positive integers.

Let Prim : BE! — SP U {e} be a mapping from the set of binding elements of C PN, to either a
service primitive name or to €, where

e BE! C BE, is the set of binding elements that occur in CPN,,; and
e SP = {send, receive}.

To relabel markings M (( )) in OG,, with an integer we define the injection I as I (M (( ]))) =61+1
when j =4 and 3(2¢ + 1) + ¢ when j = i @, 1, where 1 < ¢ < 3 corresponds to the three ‘types’ of
markings described in Chapter 4 and 0 < ¢ < m. This numbers the markings as in Fig. 4.1. We do not
simplify the node label 3(2: + 1) + ¢ to 67 + (¢ + 3) as in doing so, the useful information about the
type t of the marking is not readily evident from the node label.

The mapping Prim will map all occurrences of send_mess to the primitive send and only those
occurrences of receive_mess corresponding to acceptance of a new message (SN = rn) to the primi-
tive receive. All other transition occurrences (including occurrences of receive _mess corresponding
to detection and discarding of a duplicate) are mapped to e.

All that remains to interpret OG,, as a FSA is to define the initial and halt states. We define the

initial state of the FSA as the equivalent initial marking of the CPN, i.e. I(My) = I(M ((0", 61))) = 1L
We have an arbitrary number of messages to send from the sender to the receiver, and so we define
a legitimate halt state as any state in which [ € N messages have been transmitted and successfully
acknowledged, so that both the sender and receiver are in their ready states and there are no messages

or acknowledgements in the channel. This corresponds to the markings I (M (( ))) forall0 < < n.

We also include the dead markings of OG,, in the set of halt states, i.e. I(M ((:Z)?’ )) and I(M ((Z—nga)nl))
for all 0 < 7 < n. Because we have no retransmissions, the loss of a message or acknowledgement
will lead directly to a dead marking, as the system cannot recover. In line with our definition of
the Stop-and-Wait property, these dead markings represent expected halt states of the protocol when
operating over a lossy medium.

We are now ready to define the FSA associated with OG,,:

Definition 4. The FSA associated with OGy, of CPN,, with initial marking My, is FSAoq, =
(VP@SA7 SP7 ATI'L?SA’ o, FﬁSA) where

o Vigs ={I(M)|M € V,} is the set of nodes;

e SP = {send, receive} is the set of service primitive names of interest (the alphabet of the
FSA);

o A%, = {I(M), Prim(b), I(M')|(M,b, M") € A} is the set of transitions labelled by ser-
vice primitives or epsilons for internal events (the transition relation of the FSA);

o vg=I(My) =1I(M ((n’ ))) = 1 is the initial state of the FSA as defined above, corresponding to
the initial marking of CP Ny,; and

o Frgy C Vigy is the set of final states defined above as

U0<Z<n{I(M((znzl))’ I(M((z ) )) I(M((ZTLZ;)n ))}

Table 6.1 summarises F'SApg, and Fig. 6.1 gives the graphical structure of Table 6.1. To il-
lustrate the mapping from the OG to the FSA, we continue with our MaxSegNo = 1 example by
relabelling the markings, applying the mapping Prim to the binding elements and marking the initial
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CHAPTER 6. THE ALGEBRAIC PROTOCOL LANGUAGE

6.2. Removing Empty Cycles

Table 6.1: FSAopg, where0 <i <n

Source node Arc Label Dest. node Dest. = Halt?
67+ 1 send 67 + 2 false
67 + 2 € 67+ 3 true
61 + 2 receive 3(2e 4+ 1)+ false
3(2i+1)+1 € 3(2i 4+ 1) + false
320 +1)+2 € 3(20+1) + true
326 +1)+2 € 6(i ®n 1) + true

6i + 2()% 6i+3
3(2i +1) + 1(506%
3(2i +1) + QCM 3(2i +1) + 3
6(i Dn 1) + 1@

v

Figure 6.1: The fragment of F'SApg,, corresponding to any givenz,0 <¢ < n

and halt states of OG1. OG; becomes F'SApg, as shown in Fig. 6.3 (a). Halt states are drawn as
pairs of concentric circles and the initial state is drawn in bold. Note that the relabelling of arcs has
led to nondeterminism.

6.2 Removing Empty Cycles

The first step in determinising a FSA using standard algorithms [4] is the removal of empty cycles. In
our case, there are no empty cycles:

Proposition 1. FSApg,,, given by Table 6.1, contains no empty cycles.

Proof. There is only one cycle in our FSA and it is not an empty cycle. This can be verified if we
evaluate the source and destination nodes of all arcs for all values 0 < 7 < n. For any given value of 7,
the graphical structure given by Fig. 6.1 contains no cycles. The last node in the i segment becomes
the first node in the (i ®,, 1)** segment. For all values of 4 up to n — 1, no arcs lead back to previously
seen nodes. However, the last node in the n‘" segment (i.e. when i = n) is node (6(n @, 1) +1) = 1,
the initial node. Therefore the only arc to return to an already seen node (and thus close a cycle) is
the last arc in the n'? segment, thus there is only one cycle. This cycle contains non-e primitives (one
send and receive for each segment) and thus it is not an empty cycle. U
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CHAPTER 6. THE ALGEBRAIC PROTOCOL LANGUAGE 6.3. Removing Empty Moves

Table 6.2: F'SAog,, after removal of € moves and deletion of inaccessible states, where rows 2 and 3
are evaluated for 0 < 1 < n.

Source node Arc Label Dest. node Dest. = Halt?
1 send 2 true
6i + 2 receive 3(2i+1)+1 true
320 +1)+1 send 6(i ®n1)+2 true

6.3 Removing Empty Moves

The next step is removal of empty moves [4]. For an empty move from state p to state q the successors
of q are added to the successors of p and the empty move is deleted. If q was a halt state, then p
becomes a halt state. Once all empty moves are deleted, any inaccessible states (those not reachable
from the initial node) are deleted.

Removing the empty moves to deadlocked nodes of type t = 3 (nodes 6i + 3 and 3(2i + 1) + 3)
involves deleting the arcs leading to these nodes and flagging the source nodes of these arcs (nodes
6i+2 and 3(2i+1)+2) as halt states. Note that this causes the nodes 6743 and 3(2:4+1)+3 to become
inaccessible. Removal of the remaining empty moves between nodes 3(2¢ + 1) + 1,3(2¢ + 1) + 2
and 6(i @y, 1) + 1 is done in a similar way, resulting in the nodes 3(2¢ + 1) + 1, 3(2¢ + 1) + 2
and 6(7 @, 1) + 1 (except for the initial state itself, 6(n @, 1) + 1) becoming inaccessible from
the initial state. Table 6.2 shows the result of removing all e-moves and deleting all inaccessible
states. Continuing with our example, the result of removing empty moves from F'SA ¢, is shown in
Fig. 6.3 (b).

6.4 Determinisation and Minimisation

After the removal of empty moves, the FSA given by Table 6.2 is once again deterministic, which
can be proved by inspection. All nodes accept exactly one service primitive and have exactly one
successor. The FSA is, however, not minimal. This is readily evident from our example in Fig. 6.3 (b),
which represents the language generated by the regular expression (send, receive)*(send | ), but
which could be represented by a FSA with fewer states.

To obtain a minimal representation in the general case [4] we begin by partitioning the states into
two subsets, based on halt-state status. Both subsets are further divided if states within each subset
are distinguishable. From [4], two states are distinguishable if they accept different input symbols or
if they can be differentiated by some single input symbol in the following way. Suppose two states p
and ¢ from the same subset both accept symbol a, leading to states p’ and ¢’ respectively. If p’ and
q' are in different subsets, p and g are distinguishable and should also be placed in different subsets.
To illustrate, Fig. 6.2 (a) shows two states that are distinguishable and Fig. 6.2 (b) shows two states
that are not. The process of refining the partitioning of states continues until no more refinements can
be made and all states within each subset are indistinguishable from each other but distinguishable
from all other states in all other subsets. The minimum FSA is a new FSA constructed by selecting a
representative from each subset of states and defining arcs corresponding to the actions between the
subsets. Remember that either all states or no states in a subset are halt states. The representative from
the subset containing the initial state is marked as the initial state of the minimal FSA.

From Table 6.2 it can be seen that all states are halt states, so we begin with all states placed in the
same subset, i.e. {1,606 +2,3(2¢ +1) +1 | 0 < i < n}. States are now divided based on the input
symbols they accept, either send or receive, giving us the two subsets {1,3(2:+1)+1 |0 <i < n}
and {6i + 2 | 0 < i < n}. These subsets cannot be further refined, as all states in the first subset
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{ } { }

(a) (b)

Figure 6.2: Refining the partition of states. (a) p and ¢ are distinguishable on a, as p’ and ¢’ are in
different subsets. (b) p and ¢ are not distingishable.

accept send leading to a state from the second subset, and vice versa for the states in the second
subset accepting receive. We choose the representative ‘1’ to represent the first subset in the minimal
FSA and the representative 2’ (when ¢ = 0) to represent the second subset. Both are halt states
and ‘1’ is the initial state. send and receive arcs are defined accordingly. The resulting minimised
deterministic FSA is given in Table 6.3. This final step is illustrated by our example in Fig. 6.3 (c).
This minimised deterministic FSA represents the protocol language for all positive values of
MaxSeqgNo. This FSA is identical to the Stop-and-Wait property of (send,receive)*(send | e).

send send

¢

receive receive

©

o
oxo
©

sel send

©)

receive

(a) (b) (©)

Figure 6.3: Illustration of € removal and minimisation of F'SApg, .
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6.4. Determinisation and Minimisation

Table 6.3: The minimised deterministic F'SApg,, representing the protocol language of CPN,,.

Source node Arc Label Dest. node Dest. = Halt?
1 send 2 true
2 receive 1 true

This verifies that the SWP does indeed satisfy the Stop-and-Wait property for all positive values of
MaxSeqNo, and thus Theorem 3 is proved.
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Chapter 7

Conclusions and Future Work

We have represented an infinite number of OGs for our parameterised CPN, representing a class of
Stop-and-Wait protocols, as a recursive and an explicit algebraic expression for the simplest case when
there are no retransmissions. Additionally, we derived for the first time formulas for the size of the
OG, as a product of a function of MaxRetrans and a function of (MaxSeqNo + 1). Both the number
of nodes and the number of arcs are linear in MaxSegNo and quartic in MaxRetrans.

From the explicit algebraic expression we have obtained an expression for the protocol language
which is identical to the Stop-and-Wait service. We believe this is the first time such a result has been
obtained. This result is important as it eliminates successive reachability analyses for each value of
the parameter and is a general result for all values. The next stage is to generalise this result for any
value of MaxRetrans.

Our ultimate goal is to use these symbolic expressions representing an infinite set of occurrence
graphs for more complete protocol verification. For example, we are able to detect deadlocks by
inspection of Tables 5.3 and 5.4. The states superscripted by the type ‘3’ never appear as source
nodes, thus are deadlocked states representing that the message or the acknowledgement has been
lost. Further, from Tables 5.1 and 5.2 we can see that there is a maximum of one item in the channel
at a time (the message and acknowledgement channels are bounded by 1), a result that is expected,
but is now verified for all values of MaxSeqNo from the expressions for the markings. We had
proved in [10] that the protocol satisfies its Stop-and-Wait property of alternating sends and receives
for a range of MaxSeqNo and MaxRetrans parameter values using automatic automata reduction
techniques. This result is generalised in this report by proving it for arbitrary MaxSeqNo. This was
done by using automata reduction techniques on the symbolic OG to obtain a simple automaton for
the protocol language.

In the future, we would like to prove properties of the Stop-and-Wait Protocol for arbitrary values
of both the MaxSegqNo and MaxRetrans parameters, over FIFO and reordering channels. Establish-
ing an algebraic expression for the occurrence graph over both parameters and following the same
procedure used here for the MaxSeqNo parameter seems promising and is the subject of current in-
vestigations. We would then like to use this result to verify such properties as expected terminal states,
absence of livelock, boundedness and the Stop-and-Wait property for arbitrary parameter values.
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