Provision for user having Local Machine Administrator Privilege

Aim: This document will describe Systems Support provision for users who require Administrator privilege on a Windows computer. 

Introduction: Some circumstances require users to have local machine administrator rights – this could be for example to run graphics software that will not otherwise function correctly or to download and install software for testing purposes as part of their job. 

Security implications: Using a computer as local administrator privilege on a daily basis exposes the user computer to much higher security risks. Malicious Spyware and Trojans can affect a computer without the user’s awareness if the user has local admin privilege. It increases the potential for a slow, malfunctioning or even unusable system. Sometimes the best way or the only way to fix a computer problem is to re-imaging the computer in which case the computer software will be reset to the default DIV BUE-IT windows installation. This could result in configuration and data loss.

Responsibilities:
The user needs to identify and backup local data frequently as running with local administrator privilege on a regular, daily basis exposes the computer to much higher security risks.

The user will be responsible for system performance, system state and software installed. User installed software is not supported by DIV BUE-IT. If the computer becomes unreliable and needs to be reimaged, software outside DIV BUE-IT supported software list won’t be installed by IT without user providing licensing information.

The user is responsible for system performance, system state and software installed by family members or friends. 

BUE-IT is responsible for adding any other users who require Administrator access. The user will not change access rights to the computer for any other users. BUE-IT support will be responsible for fixing the PC in the event of the PC becoming unusable and the most efficient method of achieving this will be used. In the case of re-imaging, the computer will be reset to the default BUE-IT windows installation, please be aware this could result in configuration and data loss. 

Authority:
The user must seek approval from the BUE-IT Support Team Leader. If the need for Administrator rights cease to exist or the reasons change, the BUE-IT support must be notified.

Please fax completed form to x20726

I understand the above terms and conditions and agree to abide by DIV BUE IT policies. If there are any violations of the terms and conditions Administrator Privilege may be revoked.

Blue plate number of PC requiring Administrator access: _______________________________________

Reason for Administrator Access: ____________________________________________________________________________________

____________________________________________________________________________________

Applicant: ____________________________________________________________________________

Signature: __________________________________________________ Date: ____________________

____________________________________________________________________________________

Division of Business IT Support Use Only:
	
Access provided by:
	
Date Processed:
	
HPSD Service Call #:

	
___________________________
	
___________________________
	
___________________________



